Pazpaborana BpemenHoii komuccuei
Cosera ®enepanu 1Mo pa3BUTHIO
“H(POPMAIMOHHOTO 00IIeCTBa

Nudopmanuonnas namMaTKa s o0ydaromuxcs no 6ezonacHoi padore B cetu UHTepHer

C KaXXJbIM I'OJJOM MOJIOACKH B I/IHTepHeTe CTaHOBUTBHCA 60J'I]':>H_Ie, d IIKOJIbHUKHU OJJHU M3

CaMbIX AaKTHMBHBIX TNOJb30Baresne PyHera. Mexay TeM, NMOMUMO OrPOMHOTO KOJIWUYECTBA

BO3MOXHOCTeH, IHTepHET HeceT u mpobiembl. DTa maMaTKa JOJDKHA MOMoYb Tebe 6e30macHo

HaXOAUTHCS B CETH.

Komnvromepnuie eupycoi

KoMmnbroTepHslil BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrPAMM, OTINYUTEIIBHOU

0COOEHHOCTBIO KOTOpOﬁ SBIIIETCA CIIOCOOHOCTh K Pa3MHOXKCHHIO. B nomonnenue k 9TOMY,

BUPYCHI MOT'YT TOBPECAUTD UJIN ITIOJIHOCTHIO YHUUYTOXUTH BCC (1)3171.]'[}:1 U JaHHBIC, IIOAKOHTPOJIbHBIC

IMOJIb30BAaTCJII0, OT HMMCHU KOTOPOIo ObLIa 3amnynicHa 3apa)KéHHa$I nmporpamMma, a TaKKe

MOBPEIUTh WM JIaXKe YHUYTOXUTH ONEPAIMOHHYIO CUCTEMY CO BcemH (Qaitmamu B meiom. B

OOIBIINHCTBE CJIY4acB PaCHPOCTPAHAKOTCA BUPYChI UCPE3 NHTCPHECT.

MeTo bl 3aIIUTEL OT BPEIOHOCHBIX ITPOTrpPaMM:

1.

Hcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOILIUE CEPbE3HBIA YPOBEHD
3alUThl OT BPEJOHOCHBIX MPOTPAMM.

[TocTossHHO ycTaHaBnMBail matuu (IUGPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LEJNbIO J0padOTKU MPOrpaMMbl) M Apyrue OOHOBJIEHUS CBOEH
omnepanMoHHON cuctembl. CkauuMBail HX TOJBKO C OQUIMAIBHOTO caiiTa
paspabdotunka OC. Ecnam cymecTByer peXuM aBTOMAaTUYECKOTO OOHOBIIEHUS,
BKJIIOUH €TO0.

PaboTaii Ha cBOeM KOMITBIOTEPE MO/ paBaMHM IOJIb30BaTENs, a HE aIMUHUCTPATOpA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX NMPOTrpaMM HHCTAIJIUPOBATHCS HA
TBOEM I€PCOHATILHOM KOMIIbIOTEpE.

Hcnonp3yil aHTUBUPYCHBIE IPOTPAMMHBIE ITPOTYKThI N3BECTHBIX TPOU3BOAUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3.

Orpanuyb (pU3NUECKUI JOCTYN K KOMIBIOTEPY A7l HOCTOPOHHUX JIMII.

Hcnonp3yit BHEITHUE HOCUTENU HH(OpMaIINY, TakKie Kak (ielika, AMCK Uiu (aiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB.

He otkpeiBaii KOMIbIOTEpHBIE (Daiiiabl, TOTYYEHHBIE U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxe Te aiinbl, KOTOpble MpHUCIad TBOM 3HaKOMbIH. Jlyuiie yTouHu y Hero,

OTHpaBJIAI JIU OH TeOe UX.

Cemu WI-FI

Wi-Fi - 370 He BuJ Iepeauu JaHHBIX, He TEXHOJIOTHS, a BCETro JIUIIb OpeH 1, mapka. Ere

B 1991 rony HuaepnaHickas koMmmanus 3apeructpupoBaia opern « WECAy, uto o6o3Havaio

cnoBocouetanue «\Wireless Fidelity», koTopslii mepeBoIUTCs Kak «O0eCpOBOIHAS TOYHOCTB.



Jlo Hamiero BpeMeHHM Jouula japyras abOpeBwarypa, KOTOpas SBJSIETCS TaKoW e

TexHosoruei. 1o abopesuarypa « Wi-Fi». Takoe Ha3BaHHe OBLIO T1aHO C HAMEKOM Ha CTaHIapT

BBICIIIECH 3By1(0BOI>i TCXHUKHU Hl'Fl, 4TO B IIEPEBOAEC O3HAYACT «BBICOKAsA TOYHOCTH).

Ja, O6ecrutaTHBIA UHTEPHET-AOCTYN B Kade, OTesIX U a’poIopTax sBISETCS OTIMYHOU

BO3MOXKHOCTBIO BbIx0/ia B lHTepHeT. Ho MHOTHE SKCIIepThI cCUUTaloT, 4To obmenoctynHbie Wi-

Fi cetu He sBistoTCS 0€30MTACHBIMH.

Cogersl o 6e30macHOCTH paboTe B obmenoctynubix cetsax Wi-fi:

1.

He nepenaBaii cBoro smunyto uH(opMmanuio uepe3 oduienocrymusie Wi-Fi cern.
PaGoras B HUX, *eJlaTeIbHO HE BBOJUTH APOJIK JOCTYIA, IOTUHBI M KaKHe-TO HOMepa.
Hcnonb3yit 1 0OHOBIISII aHTUBUPYCHBIE IPOrpaMMBbI U OpanaMaysp. Tem caMbIM ThI
oOe3omacuib cest 0T 3aKaYKU BHpPYyca Ha TBOE YCTPOUCTBO.

[Mpu wucnonszoBanuu Wi-Fi otkmoun ¢dyHkuuio «OO0mmit goctyn k ¢aitiam u
npuHTepam». JlanHas GyHKIUS 3aKpbiTa MO YMOIYaHHIO, OJHAKO HEKOTOphIE
I0JIb30BATEIN AKTUBUPYIOT €€ sl yA00CTBa UCTIOIb30BaHUS B paboTe min yueoe.
He ucnonp3yii nyoauunsiii Wi-Fi 1y mepemaun JTUYHBIX JaHHBIX, HAIPUMED, IS
BBIX0/Ia B COIIMAJILHBIE CETH MIIU B AJIEKTPOHHYIO MOYTY.

Hcnone3yit Tonpko 3amuiieHHoe coeaunenue yepes HTTPS, a ue HTTP, t.e. pu
Habope BebO-aapeca BBoau uMeHHO «https://».

B wmoOwisHOM Tenedone otkmounm  ¢Qynkiuio «llogkmodenue k- Wi-Fi
aBTOMaTu4eckn». He qonyckai aBTOMaTHYECKOr0 MOAKIIOUECHHS YCTPOMUCTBA K CETAM

Wi-Fi 6e3 TBOETO Cormacus.

Couuaﬂbubte cemu

COHI/Ia.TII)HBIG CCTHU AKTUBHO BXOJAT B HAIlY KNU3Hb, MHOTHEC JIFOAU pa60Ta}0T " )KMBYT TaM

IIOCTOSAHHO, a B Facebook YKE 3apCruCTpupoOBaH MUIITIMAPI YCIOBCK, YTO SABJISICTCSHA OIHOM

CeIbMOIN BCEX JKUTENEH IIaHeThl. MHOTHE MOJIb30BaTENIM HE IIOHHUMAroT, 4TO HH(bOpMaHHH,

pasMCIICHHAaA UMH B COOUATIBHBIX CETAX, MOXKCT OBITh Haﬁz[eHa " UCIIO0JIb30BaHa KEM yroJgHo, B

TOM YHCJI€ HE 00513aTEeNIbHO ¢ O1aruMyu HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B CoOMaJIbHBIX CCTAX!

1.

Orpanunyb CHHCOK apy3eil. Y Te0s B APY3bAX HE JODKHO OBITh CIy4alHBIX WU
HE3HAKOMEIX JIIOJIEH.

3amumniaii cBOKO 4YacTHYIO u3Hb. He ykaspiBail mapomu, tenedoHbl, ajapeca, Aary
TBOETO POXJIEHUS M JPYryl0 JUYHYI0 HH(MOpMAIMio. 3TOYMBIIIICHHUKH MOTYT
UCMOJIb30BaTh Jake MH(POPMALMI0O O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MIPOBECTU KaHUKYIIBI.

3amminaii CBOI PEIyTaIrIo - IEPKHU €€ B YUCTOTE U 3a7aBail cebe BOIPOC: XOTEN Obl
ThI, YTOOBI JIpyTHe MOJIb30BATENIM BUIEIH, YTO Thl 3arpyxkaems? Ilogymaii, npexmae
YeM 4TO-TO OIYOJIMKOBATh, HAUCATh U 3arPy3HTh.

Ecnu Tl roBOpHIIB C JIIOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE pEaIbHOE UMs
U IPYTYIO JINYHYIO MH(MOPMALIMIO: UM, MECTO JKUTENIbCTBA, MECTO Y4eObl U Ipoyee.
W36eraii pazmenienus ¢ortorpaduit B UnTepHeTte, rie Thl H300paKeH Ha MECTHOCTH,

110 KOTOpOﬁ MOKHO OIIPEACIUTh TBOC MCCTOITIOJIOKCHHUC.



6. Ilpu perucrpanuu B COIMAIBLHON CETH HEOOXOIMMO UCTIOIb30BAThH CIOKHBIE TAPOJIH,
cocrosmye u3 OyKB ¥ U U ¢ KOJUISCTBOM 3HAKOB HE MEHee 8.

7. Jns colManbHON CETH, MOYTHI M APYTHMX CAWTOB HEOOXOIMMO HCIIOJIB30BaTh Pa3HbIC
naponu. Torna, eciiv Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH TOTy4aT JOCTYI TOJBKO

K OZTHOMY MECTY, a He BO BCE Cpasy.

dnekmponnvie 0eHveu
DNEeKTPOHHBIC IEHBI'M — 3TO OYEHBb yMOOHBIN CrOCcO0 MuaTexed, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JCHBIH.
DNEeKTPOHHBIE JEHBIY MOSBHIMCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOr0 BO MHOTHUX
rocygapcTBax JI0 CHX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccun sxe oHM (QYHKIIMOHUPYIOT U O HUX yI)KE IMPOIHCAHO B 3aKOHE, TJIE UX Pa3ACISIOT
Ha HECKOJIbKO BHJIOB - aHOHHUMHbIE U HEaHOHHUMHBbIE. Pa3HuIia B ToM, 4TO aHOHUMHBIE - 3TO Te€,
B KOTOpBIX pa3pemaercss MpPOBOAUTH oOmepanuu 0e3 HAeHTU(UKAIMU I0JIb30BaTeNs, a B
HEAHOHMMHBIX UICHTH()HUKAIUS TIOJIB30BATEIIS SIBIISETCS 00sS3aTEIHHOM.
Taxxke ciieqyer pasnudarh JJIEKTPOHHBIE (PMATHBIC IEHBI'H (PaBHBI TOCYIapCTBECHHBIM
BaJIIOTaM) U AJIEKTPOHHBIC HE(UATHBIE IEHbIH (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTAM).

OCHOBHBIE COBETHI IO 0€30IaCHOM pa60Te C 3JICKTPOHHBIMH ACHBI'aMM .

1. TlpuBsku K c4eTy MOOMIIBHBIN TenedoH. DTO caMblii yJOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYHN K cdery. [IpuBsi3aHHBIN TenedOH MOMOXKET, eciu 3a0yaenib
CBOU IUIATEKHBINM MapoJib WK 3aie1Ib HA CAUT C HE3HAKOMOI'0 yCTPOKCTBA.

2. Hcnonb3yii ogHopas3ossle napoiu. Ilociie nepexona Ha yCHICHHYIO aBTOPU3ALUIO
Tebe yxe He OyJIeT yrpoKaTh OACHOCTh KPayKu WITU MepexBaTa IIaTeXHOro HapoJis.

3. Bribepu cnoxubiii maponb. [IpectymHukam OyneT HE MPOCTO Yraaarh CIOKHBIN
naposb. HagesxHble maponyu — 3TO Mapoiiu, KOTOPBIE COEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE M NPOMHUCHBIE OYKBBI, U(PPHI U HECKOJIBKO CHMBOJIOB,
TakMe Kak 3HaK Joiyiapa, (yHTa, BOCKIMLATEIbHBIM 3HaK W T.n. Hampuwmep,
StROnNg!;.

4. He BBOOM CBOM JIMYHBIEC JaHHBLIC HA CaﬁTaX, KOTOPBIM HE JOBCPACIIDb.

Inekmponnasn nouma

DNEeKTPOHHAs OYTAa — ITO TEXHOJIOTHUS U NPEIOCTABISIEMbIE €10 YCIIYTU IO MEPECHIIKE
U TOJyYEHHIO DJIEKTPOHHBIX COOOIEHHH, KOTOpBIE PACHIPEENIOTCS B KOMIIBIOTEPHOM CETH.
OObIUHO ~ DJEKTPOHHBIM  TOYTOBBIA  SIIUK  BBIJISIAMT — CIEAYIOUUM  00pa3oMm:
UMs_TIONIB30BaTENA(@UMs_JTOMeHa. Takke KpoMme Iepelayd IpPOCTOro TEKCTa, HMEEeTCs
BO3MOXXHOCTh TepeiaBaTh (ailiibl.

OCHOBHBIE COBETHI 10 0€30I1aCHOM padoTe C IIEKTPOHHOU ITOYTOMN:

1. Hano BbIOpaTh npaBMIIbHBINA MOYTOBBIN cepBHc. B MIHTepHETE ecTh OrpOMHBII BEIOOP
O€eCIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIyUllle JOBEPATh TEM, KOTO 3HAElIb U KTO
MEPBbIA B pEUTUHTE.

2. He ykaspIBaii B TnuHO# nmoute nuuyHyto uH(GopmMaruio. Hanpumep, nyd4ie BHIOpaTh

«My3BIKaTbHBIN _(panaT@» i «pok2013» BMecTo «rémal3;



Hcnonb3yil AByX3TaNHY0 aBTOPU3ALMI0. ITO KOTAa TOMUMO MapoJisi Hy>KHO BBOJUTD
KOJI, IpHUChIIaeMbIii mo SMS.

Bribepu crnoxHbIi mapoib. s KakIoro mo4yToBOTO SUIMKA JOJHKEH OBITh CBOM
HAJIC)KHBII, YCTOMYUBBIN K B3JIOMY [1apOJIb.

Ecnu ectb BO3MOXKHOCTh HalucaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCHOJIb3YH ATY
BO3MOKHOCTb.

Ncnonb3yil HECKOJBKO MOYTOBBIX SIIUMKOB. IlepBbIi 111 4aCTHOM MEPENHUCKH C
ajpecaTamMM, KOTOpPBIM Tbl JOBEpsiellb. OJTOT DJEKTPOHHBIM ajgpec HE HaIo
MCIOJIb30BaTh IPU PErucTpaluu Ha popymax U caiTax.

He otkpeiBail (haiiiabl U Ipyrue BIOXKEHHs] B MUCbMaX Ja)X€ €CJIM OHU MPUIUIH OT
TBOMX Jipy3eill. Jlydiie yTouyHu y HUX, OTIIPABIISIIN JIH OHU TeOe 3TH (ailiibl.

[Tocne okoH4aHusi pabOThl Ha MOYTOBOM CEpPBUCE IEPE] 3aKPbITUEM BKJIAJKH C

caiiToM He 3a0yAb HaXKaTh Ha «BeIATHY.

Kubepoynnune unu eupmyanvHnoe uzoeeamenbcmeo

KubepOymmuHr — mpeciieJoBaHHE COOOIICHUSIMHU, COJCPIKANTUMHU  OCKOPOJICHHUS,

arpecCuro, 3alyruBaHmue, XyJIuranCcTso, COUaJIbHOC 60ﬁKOTHpOBaHHC C IIOMOIIBIO PA3JIMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI 0 00PEOE ¢ KNOEPOVILUIMHTOM:

1.

He 6pocaiics B 60ii. JIyqmuii crioco0: TOCOBETOBATHCS KaK ce0sl BECTH H, €CIIH HET
TOT0, K KOMY MOKHO OOpaTHTbCs, TO BHaudajie YCHOKOUTbcA. Ecin Thl HayHelb
0TBEYaTh OCKOPOJEHHUSMHU Ha OCKOpPOJIEHHs, TO TOJBKO eIle OOJbIIe pa3okikKellb
KOH(JIKT.

VYrpasnsii cBoel kubeppemnyTanuei.

AHOHUMHOCTh B ceTd MHHMas. CyIEeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOMT 3a
AQHOHHMMHBIM aKKayHTOM.

He ctout Bectu xynuranckuii o0pa3 BupTyajibHOH xu3HU. IHTEpHET Qukcupyer Bce
TBOM JIEUCTBUS U COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyAHUTEIbHO.
Cobmtonaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY.

WUrnopupyit enuHuuHbli HeraTB. OJHOPa30Bble OCKOPOUTENBHBIE COOOIICHHS
Jyyilie urHopupoBaTh. OOBIUHO arpeccus MpeKpaaeTcs: Ha Ha4aJbHOM cTaauu.

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITUATBHBIX
CeTAX €CTh BO3MOYKHOCTh OJOKHMPOBKHM OTIPAaBKH COOOLICHUN C OIpeaeseHHbIX
aJIpecoB.

8. Ecmu 1Bl cBugerens kubepOyiuinHra. TBou JeWMCTBHS: BBICTYNHTH IPOTHB
npecieoBaTeNs, MoKa3aTh €My, 4TO €ro JeWCTBUS OIIEHMBAIOTCS HETaTHBHO,
HOJ/Iep)KaTh KEPTBY, KOTOPOM HYXKHAa IICHXOJOrMYecKass IOMOIb, COOOLIUTH

B3POCJIBIM O (baI(Te arpeCCUBHOIO NMOBEACHUA B CCTH.

Moounvuviit meneghon

CoBpemennble cMapTGOHBI ¥ TUTAHIIETHI COAEpPKAT B ceOE BIOJIHE B3POCIHbII

(GyHKLIMOHAN, M Temepb OHM MOTYT KOHKYPHpPOBAaTh CO CTAIl[HOHAPHBIMH KOMIIBIOTEPaMH.



OpHako, CpeaCTB 3aLIUTHI I TOJOOHBIX YCTPOICTB MOKa OUYeHb Majio. TeCTUPOBaHUE U TIOMCK
ySA3BHUMOCTEH B HUX MPOMCXOJUT HE TaK MHTCHCHBHO, Kak /i 1K, To e camoe kacaercs u
MOOHJIBHBIX TPHIIOKECHHIA.

CoBpemeHHbBIE MOOUIIBHBIE Opay3epbl yKe MPaKTHUECKH JOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (YyHKIMOHANA BIIEYET 3a COOOW OONBIIYIO CIOXKHOCTH M MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He BCE MPOM3BOAMTEIN BBIMYCKAIOT OOHOBJICHHS, 3aKPhIBAIOIINE KPUTHUCCKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE€ COBETHI JIJISI 0€3011aCHOCTH MOOUILHOTO TeJ'Ie(bOHaZ

1. Hudyero He sABISIETCS MO-HACTOSAIIEMY OecriaTHBIM. byab OCTOpOKEH, BeIb KOrna
TeOe TpeuIaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCIIYTH.

2. Jlymaii, npexne yem otnpaButh SMS, ¢poto mnmu Buneo. Tol TOUHO 3HAEIIb, T OHU
OyIyT B KOHEYHOM UTOTE?

Heo6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CHCTEMY TBOETo cMapTdoHa.
Hcrnonb3yit aHTUBUPYCHBIE TTPOTPAMMBI JIJIs1 MOOHMIIBHBIX TE€JIE(POHOB.

5. He 3arpyxail npunoxeHusi OT HEU3BECTHOI'O UCTOYHHUKA, BEb OHU MOTYT COAEPKATh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUCHHE.

6. Ilocme TOro Kak Thl BBIMICIIL C CaifTa, e BBOAMI JMYHYIO WH(OPMAIHIO, 3alIH B
HACTpoOWKH Opay3epa u yxanu COOoKies.

[Tepuoanuecku mMpoBepsiii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE.
8. [amait cBoit HOMEp MOOMIBHOTO TelnedOoHa TOIBKO JIOASM, KOTOPHIX ThI 3HAeEllb U
KOMY JIOBEpSCIIIb.
9. Bluetooth momkeH ObITH BBIKJIIOUEH, KOTJIa Thl UM HE MOJb3yelnbcs. He 3aObiBait

HHOrJa IIPOBEPATH 3TO.

Online uzpwt

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbBIE, 3aXBaThIBAIOIIUE Ppa3BJICUCHUS,
O00BEIMHSIONINE COTHU THICSY YENOBEK MO BceMy MHpY. WIrpoku MccneaytoT JaHHBIH UM MUD,
OOIIAFOTCS APYT C IPYTOM, BBIOJIHSIOT 3aJaHMsI, CPAKAIOTCS C MOHCTPAMU U MOJIYYAOT OIIBIT.
3a yJIOBOJILCTBHE OHHM IUIATAT: MOKYIAKOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MPHOOPETAIOT
KaKWe-TO OIIUH.

Bce »tm cpeactBa uayT Ha MONJAEpKAHME W Pa3BUTHE WIPbI, a TaKXKEe Ha camy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIMM, BBITYCKAIOTCS HOBBIE NaT4d
(undpoBkle 3amIaTKy A1 TPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B momo0HBIX Wrpax CTOWUT omacaTrhCsi HE CTOJIBKO CBOMIX COMEPHUKOB, CKOJIBKO KPaKH
TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJBIIIUHCTBA UTP.

OCHOBHBIC COBETHI 110 0€30IMaCHOCTH TBOETO HUTPOBOI'O aKKayHTa:

1. Ecnum npyroit urpok BeaeT ceOs MI0X0 MM CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYI
€r0 B CITUCKE MUTPOKOB.
2. Toxanyiics agMHUHHCTpATOpaM WIrPbl Ha IJIOXO€ TMOBEACHHE JTOTO UIPOKa,

JKCJIATCIIBHO PUJIOKUTL KAaKHUC-TO JOKA3ATCILCTBA B BUJIC CKPHUHOB.



He yka3biBaiil muunyio nHpopMaiuio B mpodaiisie urpsl.
VBaxall Ipyrux y4aCTHUKOB I10 UTPE.
He ycranaBnuBaii HeouIaabHbIe TATYH U MOJIBI.

Hcnonb3yil CIOXKHBIE U Pa3HbIE APOJIU.

N o ok~ w

Jaxe BO BpeMs WIpbl HE CTOMT OTKJIIOYATh aHTUBUpYC. [Ioka ThI Wrpaemis, TBOM

KOMIIBOTCP MOI'YT 3apa3uTh.

Quuiunz unu Kpaxcea TUYHBIX OAHHBIX

OOGBIYHON Kpakeidl JeHer W JIOKYMEHTOB CErOdHs YK€ HHUKOrO HE YIWBHINb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJIOTHH 3JIOYMBINUICHHUKH TI€PEMECTHIINCh B HWHTEPHET, H
MIPOJIOJKAIOT 3aHUMATBCS «TFOOUMBIMY JICITIOM.

Tak mosiBMJIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WK (DHMIIKMHT, TJIaBHAS I[EJIh
KOTOPOT'O COCTOHT B IMOJYYCHUH KOH(PHUIAECHIMAIBHBIX JAHHBIX MMOJb30BATENICH — JIOTUHOB M
napouieii. Ha anrimiickom si3eike phishing uuraercs kax ¢umuar (ot fishing — peidnas mosis,
password — mapouib).

OCHOBHBIE COBETHI 0 00pLOE ¢ HUILIMHTOM:

1. Cneau 3a cBouM akkayHToM. Ecinu Tl mojo3peBaellb, 4TO TBOsI aHKeTa ObuLla
B3JIOMaHa, TO HEOOXOOUMO 3a0JOKHpOBaTh €€ W COOOIIUTH AAMHUHUCTpPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Ucnonw3yii 6e3omacHble BeO-CAThI, B TOM YHCIIE HHTEPHET-Mara3uHOB U TIOMCKOBBIX
CHCTEM.

3. Hcnonp3yii cioxHble M pa3Hble naponu. Takum obpa3zom, eciu Tedsl B3JIOMAKOT, TO
3JI0YMBIIUIEHHUKH TIOJy4YaT AOCTYI TOJIKO K OJHOMY TBOEMY NMPOQHIIIO B CETH, a HE
KO BCEM.

4. Ecnu Te0s B3110MalU, TO HEOOXOMMO MPEIYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no6aBieHbl y Te0sl B ApPYy3bsiX, O TOM, YTO TeOs B3JIOMal U, BO3MOXKHO, OT TBOETO
MMeEHU Oy/IeT pacchuIaThCs CIIaM M CChUIKHM Ha (DUITMHTOBbIE CANTHI.

VYcranosu HanexHbid napoib (PIN) Ha MoOMIIBHBIN TenedoH.
OTxmroun coxpaHeHue naposis B Opaysepe.
7. He oTkpeiBaii (hailiibl ¥ Apyrue BIOKEHUS B MUCbMaxX JIaXKe €CJIM OHH MPHIIUIA OT TBOUX

npyseit. Jlydie yTouyHu y HUX, OTHPABIISUIA JIU OHU Te0e 3T (paiiibl.

Hudgposas penymayusa

[udposas penyranus - 3TO HETaTUBHAsA WM MO3UTHBHAs MHGOpMalLUs B CETH O Tebe.
Kommpomerupytomias uHbopMaiusi pa3MelieHHas B MHTEPHETE MOXKET CEphe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM ku3HU. «{udpoBas pemyTanus» - 3T0 TBOW UMHIK, KOTOPBIH
dopmupyercs u3 uadopmaruu o rede B InTepHere.

TBoe MecTO )KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa
U paccka3bl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKalMK JIMYHON MH(pOpMaLUY B
NHTrepHeTe, HE TOHMMAasi BO3MOKHBIX ITOCJIEACTBUM. ThI Jake HE CMOXKEIIb JOTraJaTbCsa O TOM,

4yTo (poTorpadusi, pa3MeIieHHas 5 1eT Ha3al, cTaja IPUUYMHON OTKa3a MPUHATH TeOs Ha paboTy.



KommeHnTapuu, pa3menienre TBoux (Gortorpaduii u Apyrue 1eHCTBHS MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOT0, KaK Thl UX yAalHIlb. Thl HE 3HaellIb, KTO COXPaHWJI 3Ty HH(OpMaIIo, Iomnaita
JU OHA B TMOMCKOBBIE CHUCTEMBl U COXpPAHWJIACH JIU OHA, a TJaBHOE: YTO MOAYyMalT O Tebe
OKpY’Karollee JIF0AH, KOTOpbIe HAAYyT U yBUAAT 3T0. HaliTi uHOpManuio MHOTO JIET CIycTs
CMOXET JII000H - KaK W3 J0OpBIX MOOYXKIEHUH, TaK U ¢ HaAMEPEHHUEM NPUYMHUTH Bped. DTO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 11O 3aIIIUTE HI/I(bDOBOﬁ peuyranum:

1. Tlomymaii, mpexkae 4eM 4To-TO MyOJMKOBaTh M MEpeaaBaTh y ceOs B Oiore Wi B
COLIMAIbHOM CETH.

2. B nacrtpoiikax npoduiis ycTaHOBU OTPaHUYEHHS Ha POCMOTP TBOETO PO U €ro
COJIEP’KUMOT0, CIICNIAl €r0 TOJIBKO IS APY3ei».

3. He pa3memiaii u He yka3biBail HHPOPMAIHIO, KOTOPAs MOXKET KOTO-ITHO0 OCKOPOIIATH

WA OOMKATh.

Aemopckoe npago

CoBpeMeHHBIE MIKOJIBHUKH- aKTUBHBIE TTOJIB30BaTENN HU(POBOTo mpocTpancTBa. OxHaKo
JIaJIEKO He BCE 3HAIOT, YTO I10JIb30BaHHE MHOTUMH BO3MOKHOCTSIMHU LIU(POBOrOo MUpa TpedyeT
COOJIFOICHMS ITPAB HA MHTEJIEKTYaJIbHYI0O COOCTBEHHOCTb.

TepMUH «HMHTEIJIEKTYyallbHAsE COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IMYHBIM TBOPEHHIM
YeJI0BEYECKOI0 yMa, HAUYMHAas C HOBbIX M300peTeHI U 3HaKOB, 0003HaYaIOUIMX COOCTBEHHOCTh
Ha TMpPOAYKTBl M YCIyrd, W 3aKaHuMBas KHHUramu, ¢ororpadgusMu, KUHOPHIBMAMH U
MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, TUTEPATypbl U UCKYyCcCTBAa. ABTOPCKHE MpaBa BbICTYNAIOT B KAUECTBE FApaHTHH TOTO, YTO
MHTEJUIEKTYaIbHBII/TBOPUECKUI TPyl aBTOpa He OyJaeT HalpacHbIM, JacT €My CIpaBeIIHBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTaXx CBOETO TPYAa, MOIYYUTh U3BECTHOCTh U MPU3HAHHUE.
Huxkro 6e3 pa3pelienust aBTopa HE MOKET BOCIIPOU3BOIUTH €0 MPOU3BEACHHE, PACIIPOCTPAHSITD,
nyOJIMYHO JEMOHCTPUPOBATh, IMpPOJaBaTh, HWMIIOPTUPOBATH, MYCKaTh B IMPOKAT, MYyOJIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTs B IHTepHeTe.

Vcnonb30BaHue «IUPATCKOT0» MPOrPaMMHOI0 00eCrieueHUsI MOYKET IPUBECTH KO MHOTHM
pUCKaM: OT MOTepU AAHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKH TBOETO YCTpPOMCTBa, Ijie
yCTaHOBJIEHA HellerajibHas nporpamma. He ctout taxke 3a0bIBaTh, YTO CYIIECTBYET JierajibHbIe

1 OeCIlIaTHBIE ImporpaMmabl, KOTOPBIC MOKHO HaWTH B CETH.

O nopmane

CereBu4ok.pp - TBOW TJIABHBIM COBETYHMK B CETH. 37€Ch Thl MOJXEIIb Yy3HAaTh O
0€30MacHOCTH B CETH MOHSATHBIM M JOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHUU KPUTHUYECKOU
CUTyalluu OOpaTUTHCS 32 COBETOM. A TakKe MPHUHITh y4acTHe B KOHKYpCax M CTaTh CaMbIM

U (POBBIM TpakTaHUHOM !



